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The Impact of FSMA
The passage of the Food Safety Modernization Act (FSMA) 
in 2011 marked a new era for the food industry. As the first 
major piece of federal legislation on food safety since 1938, it 
gave the U.S. Food and Drug Administration (FDA) increased 
authority to regulate the way foods are grown, harvested 
and processed, with particular emphasis on prevention of 
foodborne illnesses. It was also the first piece of legislation to 
address food tampering. 

While the FSMA’s specific regulations weren’t finalized until 
2015 and 2016, most are now applicable to all but very 
small businesses, with revenues under $1 million annually. 
The FSMA regulations – including rules on preventive 
controls, sanitary transportation and food defense – have 
significant implications for food industry facilities from 
freezers, coolers and other internal process areas to 
shipping and receiving. 

Considering that the Centers for Disease Control estimates 
nearly 60 million Americans get sick from contaminated 
food every year, the FSMA regulations are a step in the 
right direction. While food facilities face a wide variety 
of challenges to product integrity, this white paper will 
concentrate on three of the most daunting: 

 • On-premise breakdowns in the cold chain

 • Sanitary and pest issues

 • Tampering/cargo theft

WHAT’S IN PLACE
Most of the FSMA’s rules are now fully phased in. The 
exceptions are food defense, produce safety, and mitigation 
strategies to protect food against intentional adulteration. 
These go into effect for small businesses (less than 500 
employees) on August 1, 2018; January 1, 2019; and July 1, 
2019, respectively. (Very small businesses have an extra  
year.) The FSMA’s Preventive Controls for Human Food 
were the first regulations to take effect, phasing in 
for general businesses on August 1, 2016 and small 
businesses on August 1, 2017. Per this regulation, covered 
facilities must establish and implement a written food 
safety plan that includes:

 •  A hazard analysis, which must consider known or  
reasonably foreseeable biological, chemical and  
physical hazards

 •  Preventive controls, which are required to ensure  
that hazards will be minimized or prevented

 •  Oversight and management of preventive controls, 
including monitoring, corrective actions and verification

On April 1, 2018, the FSMA’s Sanitary Transportation rule 
went into effect for small businesses after having been in 
place for larger ones for the previous year. These rules apply 
to any party involved in the shipping, receiving, loading and 
carrying of food in the U.S. (or to be distributed in the U.S.)  
by motor or rail vehicle. The key points of the regulations 
specify that:
 
•  Vehicles and transportation equipment must be  

designed for easy cleaning and maintenance to  
safely transport food

 •  Transportation operations must provide adequate  
measures to ensure food safety, including proper  
temperature controls, protection from cross-contamination, 
prevention of ready-to-eat food from touching raw food, 
and prevention of food contamination from non-food 
items in the same – or previous – load

 •  Training of carrier personnel in sanitary transportation 
and documentation of that training

 •  Written maintenance records of all food safety  
procedures must be kept for up to 12 months

Significantly, the Sanitary Transportation rule places the 
responsibility for determining appropriate operations 
onto the shipper, which is typically the food manufacturer 
or processor (as opposed to the carrier). “The shipper is 
ultimately responsible for providing all others with the 
written specifications of transport,” according to Stephen 
Neel, senior technical director of the Global Cold Chain 
Alliance. “Those specifications would include, but are not 
limited to, packaging, handling, refrigeration and transport 
specifications.”
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WHAT ELSE IS COMING?
As noted, the majority of the FSMA’s regulations are now 
applicable. However, FSMA has not been the only factor in 
re-shaping what are considered “best practices.” A number 
of nationally and internationally recognized food industry 
guidelines and protocols have also become more stringent.  
 
Current Good Manufacturing Practices (cGMPs) play  
a major role in FSMA, especially as it relates to FSMA’s  
preventive controls for human food. Education and training 
in cGMPs is now a requirement – a plant’s management 
must ensure all employees who manufacture, process, 
pack or hold food have the education, training and/or 
experience to be considered up to code.
 
The Safe Quality Food Institute (SQFI) update of its SQF 
Code is a wholly different certification standard, and it is 
becoming more prevalent across the industry. Edition 8 
of the SQF was redesigned in 2017 for use by all sectors 
of the food business, from primary production to storage 
and distribution. The SQF System is an assurance that 
a site’s food safety plans have been implemented in 
accordance with the Hazard Analysis and Critical Control 
Points (HACCP) method, as well as applicable regulatory 
requirements. It also ensures the site uses a system 
that is verified and effectively manages food safety. As 
of January 2, 2018, sites with existing SQF certification 
will be required to upgrade their systems to meet the 

requirements outlined in the new edition of the SQF code. 
One of the key pieces to this code as it relates to the 
loading dock is to make sure docks “shall be designed to 
protect product during loading and unloading.” 
 
The SQF program has been recognized by the Global 
Food Safety Initiative (GFSI) since 2004. The GFSI is itself 
not a standard, but it references standards and safety 
programs from other organizations as benchmarks. The 
BRC Global Standards, which is the most popular food 
safety standard in England and is gaining acceptance in 
North America, is another example of a GFSI benchmark. 
In fact, some of its requirements exceed those listed in 
FSMA. For example, Section 4.16 Dispatch and Transport 
states, “Documented procedures to maintain product 
safety and quality during loading and transportation shall 
be developed and implemented. These may include, as 
appropriate: controlling temperature of loading dock areas; 
the use of covered bays for vehicle loading or unloading…” 
While this particular standard might not be coming to the 
United States or North America tomorrow, something 
similar to it could make its arrival within a decade.
 

A third benchmark is the FSSC 22000. This program is 
managed by the Foundation for Food Safety Certification, 
which also owns the HACCP food safety systems  
certification. Version 4 of the FSSC 22000 has been  
developed for organizations in the food chain that  
process or manufacture a variety of food products,  
including perishable vegetal products, products with a 
long shelf life, and food ingredients.
 
In almost all cases, compliance and/or certification begins 
with analysis and planning and places a heavy emphasis 
on training, maintenance and documentation. 
 
While these standards and regulations have already been 
enacted and are being enforced (or will go into effect 
soon), one that has yet to be realized – an Integrated 
Food Safety System (IFSS). Mandated by FSMA, IFSS 
is a strategy of joining food safety efforts at all levels of 
government into a unified network. This has been the 
vision of the Association of Food and Drug Officials (AFDO) 
– which aims to streamline and simplify regulations – since 
its inaugural meeting in 1998. The idea of IFSS is for  
food-related organizations to collaborate and collectively 
share information as an integrated network to ultimately 
identify and practice more effective food illness prevention 
protocols, while also controlling and containing foodborne 
outbreaks and disasters.
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Food Integrity Challenges
INTERIOR
Quality control is a primary concern in all industries, but 
perhaps none more so than food and beverage. Interior 
freezer and cooler doors can be particularly troublesome 
areas, especially in facilities where those spaces are 
accessed continually throughout the workday and may be 
bumped by forklifts or other traffic. Doors that get bent or 
knocked off their hinges by accidental contact can lead to 
improper freezer or cooler temperatures, diminishing food 
quality. Temperature issues can also be caused by cooler/
freezer doors that are accidentally left open, don’t seal 
correctly or take an inordinate amount of time to open  
and close. Additionally, large warehouses may have 
uneven temperatures, which could cause spoilage if 
inventory isn’t rotated frequently enough.

Doors and walls can also harbor bacteria, fungi and other 
problematic microbes, particularly on and around flat 
or enclosed surfaces. Fungal growth problems may be 
exacerbated by issues with other plant equipment, such as 
leaky roofs or inefficient ventilation systems. Even facilities 
that diligently follow the regular cleaning schedules  
mandated by the FDA may experience problems with walls 
and doors, as the corrosive effects of bleaches, detergents 
and other cleaning-related chemicals may cause them  
to degrade.

EXTERIOR
Food processing facilities also face a host of product  
contamination challenges along their exterior, in the 
loading dock and on the drive approach. While regularly 
opening dock doors are generally a sign of an active, 
fiscally healthy business, they also are an opportunity for 
outside contaminants like bugs, rodents, birds and other 
pests to enter, as well as potentially damaging heat, wind, 
rain, or dust. Trailer doors that are opened on the drive 
approach prior to docking can also damage food integrity, 
particularly if there is extreme heat or precipitation outside 
or they remain open for an excessive period of time before 
the trailer finishes backing into the dock.

Even when trailers are secured to the dock it is possible 
for rain, snow, heat or pests to infiltrate the facility through 
small gaps between a semi-trailer’s back end and the  
edges of the loading dock (as shown in the photo at 
lower left). In fact, a one-inch gap around the perimeter 
of an active dock position effectively creates the same 
opening as a 2.5-foot hole in the door. Considering that 
mice can enter through cracks as small as ¼ inch, industry 
organizations like the American Institute of Baking 
International (AIB) have strict guidelines regarding dock 
gaps. AIB specifies that all external doors, windows or 
openings must be close-fitting or otherwise pest-proofed 
to less than ¼ of an inch.
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Leading roll-up doors, like Rite-Hite’s FasTrax Clean, are designed to 
minimize microbial growth and withstand repeated, intense cleaning. 
Additional benefits include auto re-feed after impact and higher 
R-values to reduce the need for heated panel defrost systems.

What Can Be Done
CREATE A PLAN
As is the case with most new regulations, the first step 
toward compliance is to have a plan. With FSMA, this 
isn’t just a good idea, it’s the law. Start by evaluating the 
hazards in your facility that might affect food safety. Next, 
specify the preventative steps or controls that will be put in 
place to minimize those hazards. Monitoring devices and 
protocols should then be put in place to evaluate the  
effectiveness of these preventative steps. Thorough  
records of this monitoring are required, as is documentation 
of actions the facility takes to correct problems if they 
arise, even after these precautions are in place. Keeping 
these records in digital format is preferable, as companies 
will need to produce documentation very quickly if asked. 
In response to the recent, widespread E-coli outbreak 
in romaine lettuce supplies, WalMart announced in 
September that the company would be implementing 
a blockchain-based food logistics tracking system. In a 
2-year test scenario, this technology shortened the time 
to track imported produce from six days to two seconds. 
This smart contract technology will require more than 100 
food suppliers to input detailed product information on 
blockchain ledgers, allowing Walmart to reduce waste and 
contamination, as well as improve transparency. Expect 
more organizations to follow suit in the near future.

FOOD INTEGRITY SOLUTIONS:  
Coolers and Freezers
FDA standards outline recommendations and requirements 
for manufacturers. The starting point is to look for doors 
compliant with cGMP standards, as well as those of the 
FDA and USDA. These doors should be designed with 
minimal surface-to-surface contact areas where bacteria 
can grow. They should also be easily disassembled for 
deep cleaning and durable enough to withstand repeated, 
caustic wash-downs.

Traditionally, refrigerated spaces used heavy, insulated, rigid 
bi-parting doors with a high R-value to prevent air transfer 

(conduction). However, while such doors do an excellent job 
of separating temperatures when closed, they often have 
slow cycle times – which can make it difficult to maintain 
temperature control. Traditional hard-core doors are also 
susceptible to forklift damage, which can lead to substantial 
infiltration of outside air. 

High-speed, roll-up doors are an increasingly popular 
alternative for freezer and cooler applications. Recent 
improvements in door technology combine fast cycling 
(up to 100 inches per second) with high-efficiency 
insulation and perimeter thermal seals. The most 
advanced roll-up doors have a one-piece radial header 
and non-corrosive side frames that make cleaning simple 
and easy. They are constructed of polypropylene fabric, 
which can stand up to harsh cleaning products and boasts 
lower absorption rates than vinyls or urethanes. These 
innovations contribute to low long-term energy costs, 
improved efficiency and increased safety. In short, high 
R-value is no longer the main driver in door selection for 
temperature-sensitive food operations. 

New technology is also transforming blast freezer 
operations. Blast freezer cells typically have much larger 
openings than coolers or freezers, and thus, much larger 
doors. Unfortunately, insulated panel doors of this size (as 
large as 25’ by 25’) can become very heavy and hard to 
open, which can cause people to use dangerous methods 
to open them. As an alternative, many facilities are now 
employing lightweight sliding curtain walls, which can be 
easily operated by one worker. The most advanced blast 
freezer curtain walls are made from 18-ounce, vinyl panels 
surrounding a layer of anti-microbial polyester batting 
and have a flexible bottom sweep that minimizes energy 
loss, improves temperature consistency and reduces 
dangerous ice build-up on the floor.

Lightweight sliding curtain walls, like Zoneworks BZH Blast Freezer 
Curtain Walls, keep food frozen and are easier to maneuver than 
heavy insulated panel doors.
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The RHV vertical-storing leveler, pictured at top, is a key 
component in a drive-through setup because it allows 
trailer doors to be opened inside the loading dock. 
Pictured at bottom, the Eclipse NH tightly seals  
the loading dock perimeter and is designed to work  
with vertical storing levelers.

Drive-Through Docks
Traditional loading dock set-ups require backing trailers 
to break their security seal and open their doors before 
reaching the dock, exposing products to outside 
contaminants and temperatures. This problem can be 
solved by implementing a “drive-through” dock application, 
which is centered around a vertical-storing leveler.  
Drive-throughs are considered the gold standard for  
maintaining cold chain integrity, environmental control  
and security – all major emphases in FSMA.

Unlike traditional docks using pit-style levelers, this dock  
configuration allows the trailer’s security seal to be broken 
and doors to be opened inside the building, instead of outside 
on the drive approach. Additionally, vertical levelers allow 
the loading dock door to close directly on the pit floor, rather 
than on the leveler, reducing energy loss and minimizing 
pest infiltration. Their design also makes it easy to clean or 
wash down the pit floor when the leveler is in the upright 
and stored position.

Seal the Perimeter
The dock opening when the trailer is in place is another 
potential problem area to address. It’s critical for food 
facilities to install a dock seal or shelter to create an air-tight 
environmental barrier. This connection not only helps 
companies keep dirt, bugs and pests outside the building, 
it helps them prevent the escape of valuable energy  
from inside. 

Some of the newest dock shelters have been specifically  
designed for the food industry, such as those that complement 
vertical storing dock levelers. Through special design features, 
these shelters ensure a tight seal against trailer sides, across 
the full width of the trailer top, corners and bottom, yet don’t 
interfere with trailer doors being opened and closed inside 
the building. The most complete systems include bottom seals 
to fill gaps beneath the leveler when it is in use and beneath 
and around exterior dock bumpers.

An effective dock sealing system also helps prevent 
weather-related product damage and keeps dock areas 
from getting damp, slippery and dangerous. High-volume, 
low-speed (HVLS) fans are another tool for preventing 
moisture build-up, as the air movement they create 
enhances evaporation. Additionally, HVLS fans help keep 
temperatures uniform throughout a facility, lessening the 
need to rotate inventory.
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Vertical-Storing Leveler

Shadow-Hook Vehicle Restraint Dock Controls

Dock Shelter
The upright storage positon of this leveler 
allows a trailer’s doors to open inside a 
facility. Vertical levelers also let dock doors 
close directly on the floor for better 
environmental control than traditional 
pit-style levelers.

Eliminates gaps of daylight by 
forming a tight seal against the 
sides, top, and corners of dock 
door openings. Hookless sides, 
corner pockets and a weighted 
header are key components.

Secures the trailer for safe loading and 
unloading. Restraints with shadow hook 
technology can handle intermodal container 
chassis and other trailers with obstructed 
RIGs, as well as traditional trailers.

Provide automated movement of heavy 
loading dock equipment. Advanced 
controls can be programmed with a safe 
sequence of operation by interlocking all 
the moving parts of a loading dock station 
– vehicle restraint, dock door, leveler.

1

3 4

2

4 Components 
to Make Your 
Dock into a  
Drive-Through
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19%
Food & Beverage

17%
Home & Garden

15%
Electronics

12%
Building & Industrial

10%
Miscellaneous

8%
Clothing & Shoes

8%
Auto & Parts

5%
Metals

CARGO THEFT BY 
TYPE OF PRODUCT
Food & Beverage was the most 
targeted product category for cargo 
theft in 2017. It’s been atop the 
infamous list for 8 straight years.

FOOD TAMPERING AND FOOD DEFENSE 
Food tampering and cargo theft are additional obstacles 
to food integrity. The FBI estimates that cargo theft is a 
$30 billion a year problem, with food the most targeted 
type of cargo. This accounts for almost a quarter of all 
incidents.  Worse yet, per FSMA and other food safety 
laws, even if food is recovered after a theft, it can no 
longer be sold.

While there is a misperception that cargo thefts occur 
mainly in off-site parking areas or truck stops, statistics  
indicate there is a growing trend of thefts right at 
warehouses and distribution centers and even in trailers 
that had been backed up to dock doors. Hacking and 
other cyber-attacks, including breaches of the FMCSA’s 
Safety and Fitness Electronic Records System, have 
become increasingly common and often lead to thefts 
at loading docks. According to CargoNet, more than a 
quarter (27 percent) of all cargo thefts reported in 2016 
took place at warehouse or distribution centers.

Loading docks with unsecured trailers are susceptible  
to theft. Furthermore, the common practice of truck 
drivers breaking a trailer’s security seal on the drive 
approach also puts companies at risk. Security or 
surveillance may not be present on the drive approach, 
which means food could be easily stolen, tampered  
with or even poisoned and used as a threat.

To be in compliance with FSMA, companies must now 
develop a Food Defense Plan. The FDA’s approach 
builds on existing protocols like the HACCP system. This 
written plan must identify vulnerabilities and actionable 
process steps, mitigation strategies and procedures 
for food defense monitoring, corrective actions and 
verification. The U.S. Department of Agriculture (USDA) 
Food Safety and Inspection Service (FSIS) provides 
guidance on how to develop Food Defense plans 
for specific outside security measures, including the 
loading dock. Per FSIS, shipping/receiving security plan 
protocols should include:

A critical part of Food Defense protocol is securing all 
trailers to the facility. Vehicle restraints are generally 
considered the best way to accomplish this, as they 
wrap around a trailer’s rear-impact guard (RIG) or lock 
between its rear wheels to keep trailers safely and 
securely positioned at the dock. Some automatic vehicle 
restraints feature a control panel that can be integrated 
into building management or security systems, providing 
another level of security and protection against external 
tampering. The most advanced restraints will re-engage 
with the RIG (or an obstructed RIG) and re-fire if there is 
tampering or the trailer attempts to pull away when in 
the locked position.

Additional Issues Facing the Industry

Rite-Hite’s SHR-5000 Dok-Lok will automatically re-fire (and notify the 
building’s security system) if it is tampered with or becomes disengaged.

•  Examination of incoming shipments for  
potential tampering

•  Examination of all incoming and outgoing 
vehicles for suspicious activity

 •  Monitoring and scheduling of all loading and 
unloading activities

 •  Controlling loading dock access  
(via monitoring and locking)

 •  Making sure all incoming shipments are locked  
and sealed

 •  Making sure all outgoing shipments are locked  
and sealed
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Questions to ask a Prospective 3PL 
or Contract Manufacturing Partner
It is critical for food manufacturing companies to make sure that any subcontractors are not only properly trained, but 
that they also have appropriate equipment and procedures in place for food safety and food defense. Here are some 
questions you should ask a potential vendor before you start outsourcing to them.

  Has the facility had any  
OSHA, FDA or other 
regulatory violations?

   How soon will we be able to 
put your employees through 
training on how to handle  
our products?

  Have they implemented 
food safety plans per Hazard 
Analysis and Critical Control 
Points (HACCP) methods as 
well as any other applicable 
regulatory requirements? 

  Do they have a Food Defense 
plan, per FSMA?

  Have they had an existing 
SQF certification before 
January 2, 2018? If so, have 
they upgraded their systems 
to meet the new SQF code 
requirements?

  Do they follow regular 
cleaning schedules for 
their doors, walls and other 
equipment per the FDA?

  Are the facility’s dock 
enclosures pest-proofed to 
less than ¼ of an inch? 

 

  Does the manufacturer  
have doors that are  
compliant with cGMP, FDA 
and USDA standards?

  Does the company  
have a security or  
surveillance system on  
the drive approach?

Outsourcing 
Two trends in food manufacturing that show no signs 
of abating are the use of contract manufacturers and 
third-party logistics (3PL) warehouses and distribution 
centers. Both allow manufacturers to cut overhead 
costs, remain competitive, reduce shipping times 
and costs and concentrate on the operations they do 
best, whether it be manufacturing their products or 
marketing them.

While outsourcing can be effective, it does have a 
downside, since any product integrity problems 
stemming from the contract manufacturing plant, 3PL 
or carrier ultimately affect consumer perception of the 
parent manufacturer and its brands. There is a legal 
aspect to this, as well. The Sanitary Transportation rule 
assigns responsibility for ensuring proper operations 
to the shipper, not the carrier. Therefore, it is critical 
for companies to not only make sure all parties 
handling their product are properly trained, but also 
to make sure that the contractor’s facility has the 
appropriate equipment and procedures in place for 
food safety and food defense – as outlined in FSMA, 
GFSI and other industry regulations and guidelines. 

Takeaways
The past decade has been a period of evolution in the food industry. Among the factors driving this change have been sweeping new legislation; new manufacturing and 
transportation technologies; consumer empowerment through social media; and changes to the supply chain (such as the increased outsourcing of manufacturing, warehousing 
and shipping). While these trends have fundamentally changed the business model of many companies, one key aspect of the food industry remains unchanged – the critical 
importance of product quality. By implementing food integrity, food defense and sanitary transportation plans and protocols, you can help ensure your company stays in compliance 
with the new regulations, maintains good relationships with its employees and business partners, and – most importantly – protects its brand equity with end consumers. 
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